Five Talents UK Limited Privacy Notice
This privacy notice tells you what to expect us to do with your personal information.

Contact details

What information we collect, use, and why
Lawful bases and data protection rights
Automated decision making

Where we get personal information from
How long we keep information

Who we share information with

Sharing information outside the UK

How to complain

Contact details

e Post address: Suite 122, 3 Bride Court, Bride Lane, London, EC4Y 8DU.
e Telephone: 0203 808 7643
e Email: info@fivetalents.org.uk

Five Talents UK Limited is the data controller for the personal information we hold about you.
What information we collect, use, and why

We collect or use the following information to receive donations or funding and organise
fundraising activities:

Names and contact details

Addresses

Donation history

Tax payer information (for Gift Aid purposes)

Visitors to our website

Gifts in wills (including information provided to us by executors or family members
about a supporter's intention to leave, or having left, a gift to the charity)

e We also collect or use personal information obtained from research providers for the
purpose of identifying and approaching potential new supporters. This may include
names, contact details, publicly available biographical and financial information, and
information about philanthropic interests.

We also collect or use the following special category information to receive donations or
funding and organise fundraising activities. This information is subject to additional protection
due to its sensitive nature:

e Religious or philosophical beliefs
e Health information

We collect or use the following personal information for service updates or marketing
purposes:

e Names and contact details
e Addresses
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Marketing preferences

Recorded images, such as photos or videos
Donation history

IP addresses

Website and app user journey information (see our Website Privacy Policy here)
Records of consent, where appropriate

We also collect or use the following special category information for service updates or
marketing purposes. This information is subject to additional protection due to its sensitive
nature:

e Religious or philosophical beliefs
o Health information

We collect or use the following personal information to comply with legal requirements:

Name

Contact information

Identification documents

Financial transaction information

Any other personal information required to comply with legal obligations
Health and safety information

Safeguarding information

We collect or use the following personal information for recruitment purposes:

Names and contact details

Date of birth

National Insurance number

Copies of passports or other photo ID

Employment history (e.g., job application, employment references or secondary
employment)

Education history (e.g., qualifications)

e Right to work information

We also collect or use the following special category information for recruitment purposes.
This information is subject to additional protection due to its sensitive nature:

e Religious or philosophical beliefs
e Health information

We collect or use the following personal information for dealing with queries, complaints or
claims:

Names and contact details

Address

Customer or client accounts and records

Financial transaction information

Information relating to health and safety (inc. incident investigation details and reports
and accident book records)

e Correspondence
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We collect or use the following personal information for events and trips:

Names and contact details

Addresses

Date of birth

Emergency contact details

Next of kin details

Photographs or video recordings

Dietary information (including allergies and health conditions)
Information about care needs (including disabilities, home conditions, dietary
requirements and general care provisions)

Information about support requirements

e Records of consent, where appropriate

We also collect or use the following special category information for events and trips. This
information is subject to additional protection due to its sensitive nature:

e Religious or philosophical beliefs
e Health information (including medical conditions, test results, allergies, medical
requirements and medical history)

Lawful bases and data protection rights

Under UK data protection law, we must have a “lawful basis” for collecting and using your
personal information. There is a list of possible lawful bases in the UK GDPR. You can find out
more about lawful bases on the ICO’s website.

Which lawful basis we rely on may affect your data protection rights which are set out in brief
below. You can find out more about your data protection rights and the exemptions which may
apply on the ICO’s website:

e Your right of access - You have the right to ask us for copies of your personal
information. You can request other information such as details about where we get
personal information from and who we share personal information with. There are
some exemptions which means you may not receive all the information you ask for.
Read more about the right of access.

e Your right to rectification - You have the right to ask us to correct or delete personal
information you think is inaccurate or incomplete. Read more about the right to
rectification.

e Your right to erasure - You have the right to ask us to delete your personal
information. Read more about the right to erasure.

e Your right to restriction of processing - You have the right to ask us to limit how we
can use your personal information. Read more about the right to restriction of
processing.

e Your right to object to processing - You have the right to object to the processing of
your personal data. Read more about the right to object to processing.

e Your right to data portability - You have the right to ask that we transfer the personal
information you gave us to another organisation, or to you. Read more about the
right to data portability.
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e Your right to withdraw consent — When we use consent as our lawful basis you have
the right to withdraw your consent at any time. Read more about the right to
withdraw consent.

If you make a request, we must respond to you without undue delay and in any event within
one month. To make a data protection rights request, please contact us using the contact
details at the top of this privacy notice.

Special category data

Where we process special category data, we are required to identify both a lawful basis under
Article 6 and a separate condition for processing under Article 9 of the UK GDPR. The
relevant conditions for each purpose are set out below alongside our lawful bases.

Our lawful bases for the collection and use of your data

Our lawful bases for collecting or using personal information to receive donations or
funding and organise fundraising activities are:

e Consent - we have permission from you after we gave you all the relevant information.
All of your data protection rights may apply, except the right to object. To be clear, you
do have the right to withdraw your consent at any time.

e Legitimate interests — we’re collecting or using your information because it benefits
you, our organisation or someone else, without causing an undue risk of harm to
anyone. All of your data protection rights may apply, except the right to portability. Our
legitimate interests are: We have a legitimate interest in maintaining relationships with
our existing supporters and donors, and in communicating with individuals who have
previously expressed interest in our work, in order to sustain the charitable activities
and programmes we carry out. We balance this against your right to privacy by ensuring
communications are relevant, not excessive, and that you can opt out at any time.

e Where we collect special category data (such as religious or philosophical beliefs or
health information) in connection with fundraising activities, we rely on your explicit
consent as our condition for processing under Article 9 of the UK GDPR. You may
withdraw this consent at any time by contacting us using the details at the top of this
notice.

e Where we receive information about a gift in a will, we process this on the basis of our
legitimate interests in administering and acknowledging such gifts and maintaining
accurate records of our supporters' intentions. We handle this information with
particular sensitivity and retain it only for as long as necessary to administer the
relevant estate.

e We have a legitimate interest in identifying individuals who may wish to support our
charitable mission, using information compiled from publicly available sources. We
balance this against individuals' privacy rights by ensuring research is proportionate,
conducted responsibly, and that individuals are informed of our use of their data at the
earliest practical opportunity and no later than the point of first contact.
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For more information on our use of legitimate interests as a lawful basis, or to request a copy
of our legitimate interests assessment, you can contact us using the contact details set out
above.

Our lawful bases for collecting or using personal information for service updates or
marketing purposes are:

e Consent - we have permission from you after we gave you all the relevant information.
All of your data protection rights may apply, except the right to object. To be clear, you
do have the right to withdraw your consent at any time.

e |egitimate interests — we're collecting or using your information because it benefits
you, our organisation or someone else, without causing an undue risk of harm to
anyone. All of your data protection rights may apply, except the right to portability. Our
legitimate interests are:

We have a legitimate interest in keeping supporters, volunteers, and stakeholders
informed about our work, impact, and programmes where they have an existing
relationship with us and would reasonably expect to hear from us. This allows us to fulfil
our charitable mission and demonstrate accountability to those who support us.

e Where special category data (such as religious or philosophical beliefs) is processed for
marketing or communications purposes — for example, to tailor updates about our
faith-based programmes — we rely on your explicit consent under Article 9 of the UK
GDPR. You may withdraw this consent at any time.

e You have an unconditional right to object to your personal data being used for direct
marketing purposes at any time. If you object, we will stop processing your data for this
purpose immediately.

For more information on our use of legitimate interests as a lawful basis, or to request a copy
of our legitimate interests assessment, you can contact us using the contact details set out
above.

Our lawful bases for collecting or using personal information to comply with legal
requirements are:

e |egal obligation — we have to collect or use your information so we can comply with the
law. All of your data protection rights may apply, except the right to erasure, the right to
object and the right to data portability.

Our lawful bases for collecting or using personal information for recruitment purposes are:
e Consent - we have permission from you after we gave you all the relevant information.
All of your data protection rights may apply, except the right to object. To be clear, you

do have the right to withdraw your consent at any time.

e Contract — we have to collect or use the information so we can enter into or carry out a
contract with you. All of your data protection rights may apply except the right to object.



Legal obligation — we are required to collect or use certain information to comply with
the law. This includes verifying your right to work in the UK as required under the
Immigration, Asylum and Nationality Act 2006. The data protection rights that apply to
processing under this basis are: the right of access, the right to rectification, the right
to restriction of processing, and the right to data portability. The rights to erasure, to
object, and to withdraw consent do not apply to processing carried out under legal
obligation.

Where we process special category data during recruitment — such as health
information or religious or philosophical beliefs — we rely on the following conditions
under Article 9 of the UK GDPR:

e Explicit consent — for example, where you voluntarily disclose health
information or religious beliefs during the application process

e Employment law obligations — where we are required to process health
information to make reasonable adjustments under the Equality Act 2010

e [orroles where a genuine occupational requirement applies, we may process
information about religious or philosophical beliefs on the basis of Schedule 1,
Part 1 of the Data Protection Act 2018 (substantial public interest — equality of
opportunity)

Our lawful bases for collecting or using personal information for dealing with queries,
complaints or claims are:

Legal obligation — we have to collect or use your information so we can comply with
the law. All of your data protection rights may apply, except the right to erasure, the
right to object and the right to data portability.

Legitimate interests — we’re collecting or using your information because it benefits
you, our organisation or someone else, without causing an undue risk of harm to
anyone. All of your data protection rights may apply, except the right to portability. Our
legitimate interests are:

We have a legitimate interest in recording and resolving queries, complaints,
and claims effectively, in order to protect the organisation, maintain
accountability, and ensure fair treatment of the individuals concerned.
Retaining relevant correspondence and records allows us to manage disputes
consistently and defend or bring legal claims where necessary.

Where we process health or safety information in connection with queries, complaints
or claims — such as accident book records or incident reports — we rely on Schedule 1,
Part 1 of the Data Protection Act 2018 (substantial public interest — occupational health
and safety) as our condition under Article 9 of the UK GDPR.

For more information on our use of legitimate interests as a lawful basis, or to request a copy
of our legitimate interests assessment, you can contact us using the contact details set out
above.

Our lawful bases for collecting or using personal information for events and trips are:



Consent - we have permission from you after we gave you all the relevant information.
All of your data protection rights may apply, except the right to object. To be clear, you
do have the right to withdraw your consent at any time.

Legal obligation — we have to collect or use your information so we can comply with the
law. All of your data protection rights may apply, except the right to erasure, the right to
object and the right to data portability.

Legitimate interests — we’re collecting or using your information because it benefits
you, our organisation or someone else, without causing an undue risk of harm to
anyone. All of your data protection rights may apply, except the right to portability. Our
legitimate interests are: We have a legitimate interest in collecting relevant personal
information about participants in our events and trips in order to ensure their safety and
wellbeing, meet our duty of care obligations, and organise logistics effectively. We only
collect information that is necessary for these purposes and ensure it is not retained for
longer than 12 months following the conclusion of the relevant event.

Where we collect special category data for the purposes of organising events or trips —
including health information, dietary requirements, and information about care needs — we
rely on the following conditions under Article 9 of the UK GDPR:

Explicit consent — we will ask for your specific agreement before collecting this
information, and you may withdraw consent at any time, although this may affect our
ability to accommodate your needs at the event

Vital interests — where it is necessary to protect your vital interests or those of
another person and you are physically or legally incapable of giving consent (for
example, in a medical emergency)

For more information on our use of legitimate interests as a lawful basis, or to request a copy
of our legitimate interests assessment, you can contact us using the contact details set out
above.

Automated decision making

We do not make any decisions about you based solely on automated processing, including
profiling, that produce legal or similarly significant effects.

Where we get personal information from

Directly from you

Family members, friends, volunteers and carers
Previous employers

Suppliers and service providers

Third-party researchers (from publicly available sources)

How long we keep information

Information on how long we keep personal information is set out in our Data Retention Policy
and Register of Processing Activities (please contact us on the details above for further
information) and can be summarised as follows:



Fundraising/donor
data/marketing

Recruitment

Legal/compliance

Queries, complaints &
claims

Events & trips

Marketing

Information on prospective supporters is retained for up to
two years from first contact or receipt of the research report,
whichever is earlier, if no further engagement is forthcoming.
Information on supporters who have engaged with the charity
or made a gift is kept for up to 10 years after their final
engagement or gift, reflecting the legal requirement to
maintain records (e.g., for Gift Aid purposes).

Up to 12 months for unsuccessful applicants; successful
applicants' records are typically kept for the duration of
employment plus 30 years (as required for insurance
purposes).

Generally for 7 years, reflecting HMRC record-keeping
requirements for financial and tax records. Safeguarding data
is retained for 10 years or until the person about whom there
is a concern reaches the age of 65, whichever is the longer
period, reflecting guidance from the Charity Commission and
sector safeguarding standards.

6 years to cover the Limitation Act 1980 window for civil
claims

Event and trip data is deleted within 12 months of the event or
trip concluding, except where an incident occurred, in which
case relevant records are retained for up to 7 years.

Records of marketing consent and preferences are kept for
the duration of the supporter relationship and for 2 years
thereafter.

Who we share information with

Data processors:

Zapier, Inc.

Charities Aid Foundation (CAF)

Enthuse Holdings Ltd

Google Ireland Limited

Philanthropy Company Limited

Rewind Software Inc.

Salesforce, Inc.

Slack Technologies, LLC

Spanning Backup (Kaseya)

Stewardship Services (UKET) Limited (payroll)
The Rocket Science Group LLC (Mailchimp)
Xero (UK) Limited



This data processor does the following activities for us:

Category Providers Nature of Processing

Finance & Audit  Xero, Stewardship Managing accounts, payroll, tax compliance, and

independent auditing of financial records.

Giving & Stewardship, Enthuse,  Processing donations, managing Gift Aid claims,
Fundraising Charities Aid and administering payroll giving schemes.

Foundation (CAF)

Operations & Google, Slack Hosting internal/external emails, document

Comms storage, and real-time team collaboration.

CRM & Marketing Salesforce, Mailchimp ~ Managing contact relationships, tracking

engagement, and sending newsletters.

Data Backup & Spanning Backup Providing backups for critical IT systems and
Recovery (Kaseya), Rewind online platforms.

Software Inc.

Systems Zapier Automating the flow of data between the

Integration different software tools listed above.

Research The Philanthropy Conducting research by compiling publicly
Company available information about prospective donors

and providing research reports to us.

Others we share personal information with:

Banking providers (Metro Bank, Charity Bank and Triodos Bank)

Insurance companies, brokers and other intermediaries (Westfield Health)

Emergency services

Professional advisors

External auditors or inspectors (inc. Moore Kingston Smith)

Organisations we are legally obliged to share personal information with (inc. HMRC)
Publicly on our website, social media or other marketing and information media. (We
may publish photographs or event updates on our website and social media where you
have provided consent or where we have a legitimate interest in promoting our work.)
Current employers

Previous employers

Suppliers and service providers (inc. Go Cardless, Just Giving, Flagstone, Standard Life,
Charities Trust)



Sharing information outside the UK

Where necessary, we transfer personal information outside of the UK to deliver our charitable
programmes and operate our systems effectively. When doing so, we comply with the UK
GDPR, ensuring that appropriate safeguards are in place to protect your information.

The following transfers take place as a result of our use of third-party software and service

providers:

Recipient

Country

Safeguard

Salesforce, Inc.

United States

UK Extension to the EU-U.S.
Data Privacy Framework
(Primary); UK Addendum to
EU SCCs (Fallback).

Zapier, Inc.

United States

UK Extension to the EU-U.S.
Data Privacy Framework
(Primary); UK Addendum to
EU SCCs (Fallback).

Google Ireland Limited

Ireland / United States

Adequacy regulation (EEA);
UK Extension to the EU-U.S.
Data Privacy Framework
(Primary); UK Addendum to
EU SCCs (Fallback).

The Rocket Science Group
LLC (Mailchimp)

United States

UK Extension to the EU-U.S.
Data Privacy Framework
(Primary); UK Addendum to
EU SCCs (Fallback).

Slack Technologies, LLC

United States

UK Extension to the EU-U.S.
Data Privacy Framework
(Primary); UK Addendum to
EU SCCs (Fallback).

JustGiving

United States

UK Extension to the EU-U.S.
Data Privacy Framework
(Primary); UK Addendum to
EU SCCs (Fallback).




For further information, or to obtain a copy of the safeguards applicable to any of the transfers
listed above, please contact us using the contact details at the top of this privacy notice.

How to complain

If you have any concerns about our use of your personal data, you can make a complaint to
us using the contact details at the top of this privacy notice.

If you remain unhappy with how we’ve used your data after raising a complaint with us, you
can also complain to the ICO.

The ICO’s address:

Information Commissioner’s Office
Wycliffe House

Water Lane

Wilmslow

Cheshire

SK9 5AF

Helpline number: 0303 123 1113
Website: https://www.ico.org.uk/make-a-complaint

Last updated: 20th March 2026
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